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qraL@. 720(s). —F =R (TEAR AEaT qran) Faw, 2024 #71 yer 59 FT 9w,
TEAT AtHaH, 2023 (2023 T 44) F &RT 56 &l ITART (2) F @ (F) & I1T qroq &7 22 Fi
STLITT (1) BT Y& ARRAT FT TART Fd §C TATT HT TEqTT FAT &, I SATAAIH 6l T 56 HF
STLTT (1) FT STTEAT T AT AT 6 TSI, STETT, 90 || @ 3, €< (i), ara 28 3nred, 2024
H, AT TEHT F HATC HATAT & ZHATT AT T ATeg=aT gear ar.ar . 520(37), T 28 397,
2024 ZTT 39 T AT & S IHE TATEd g shl G913 §, U arirg & foreehr Sad Afag=eT &
o TSI 0! TTAAT STAHTLTIT &l I9Aeel FLATs s off, o faad &t srater it quiea § 99 erT sfiT
AT SATHAT Fld g0 TR /AT 77T =5

Ih ST T TTAaT SITETETOr Y T 29 e, 2024 T Iuersy FATE T8 of;

7510 G1/2024 (1)
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6 YTET RFAT % Fae § STOaremor I SAEdl S gAE! 0 @ qEhR g 999% ®9 °
[EEIESER IR DIES

qA: AT FealT TLHIY, LEATE ATARTH, 2023 (2023 FT 44) FT &7 56 FT ITLTT (2) F G
() F AT qfSq T 22 FT ITLTT (1) T T& ARRAT FT TART FA U AT TG [SaTed ITERT

TEATE HEAT ¥ BEEIE H UHAT AW, 2017 1 39 arqi & fame atawid 3 gu, e uH srfasar
q qd FFaT 1T g A7 FA F7 AT AT T g a9 =9 Rt F | i wrars F Reudt o aat
Sk o1t =ae e ® frw sro el off 8, # st e faer Meferfae e sard 2,
ERII

I 1
TRWS
1. GiEreq AT S YRW:- (1) =7 H=ET &1 dfered 71 E= (TEA area) q2aT) [95, 2024 2
(2) T T TSI H THII Al A A Tgcd gl
2. qReTToTU- (1) =7 FoEt # ot 7 & "a9f 9 srera sfea = 8-
(F et & TEER ata=EE, 2023 (2023 FT 44) AT §;

(@) "I ST & AT ULl A & (O qed U% Huid 9E gRT [Amiey
AT ST B

(M  HET e qeer dfgwnt & faw 6 F afim e wEew e F afaRg
FHATT e 21

(= e | [{EE 10 % Iu-AEw (1) F FNT FE v g Afag e aee Afwed €

()  "IEET HeAT" ¥ Ul "HedAT ATHIT § EEr TEAR A15aY gYAT U awdad AT
TTE ShferH 2

(&)  "TTEHAT ATEAT LAT" F TEATC dedeh ¥ EAT TaTsl i qrea? qeer a8
S SweReor, |ifa, qeeam, daemon, qear EME, R faia, ST yE@ge
FIOFIOT, FATS, ATATEA ¥ SR afraford 8§ Sesr I aeeay agiE&r #§
TEITT FRAT STTEHT % o7 FLEATT qedeh oY LEATE HaTel i gLear  forg & 5
T

(@) e T § T| e Y g 3 3T-amer (1) F e witdew wreq srfeega
THTS AAAT TH AR T omer 3 At IT-GRT (3) F AT AR o rveAr ¥ g

ITed ST Aied a1 HaT0 ITAY FA TIAT LHATT Aedsh T HLA, IHH

TATA, TEALETE TIAT FedqTe e aTeT il s o i gl

[Nl e

() TEHATY ITERT TgAE Feq7 | Mforiag = T8+ §&a1 Afsyd ¢

i) AT AT IUERT TgAT GE&AT (SMETHSATS); AT
ii) TRl HH HEAT (SUFUA); AT
iii) 3T FTE HEAT AT Hohat ST Fafrse EATT ITERT FT TgA F2aT g
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(2) 37 «=aT 3T URM o, ST T AWl § v g o7 aiee g qgl g g srtatee § afvarfua
g, T 9 T, ST 39k = Afafaaw § 2
3. 2T GUG, ATAT FLAT 3% faesryor
(1) T IR 7 FET O g qLET 3 e qea) qeal giHfsa &7 &
TATSTATS TS TS SATHFHIT

(F) FRT AEHR FRT qed 9 77 fafAfdse ads ¥ @ @wg § e 9907 9
<fheh T2T 3T Haon % dhewe & qerar TRt oft srer T it /i T gt 8; =i

(@) TTEAT |67 F7 fAfAfEe aige ¥ o0 T & Sa7 & THER 3T §SOT & forg SaeT
TUE LA 3T I U FLH o N7 MF9TF TTHTHAAT 3T ITEHT HEATAT Feed
T Ao < Fad T 2l

(2) S9-T=H (1) F el GUTRT ST & [ALATI TLHAT ATZAT LT TR o ITT F4A
o T ST gdT § ST A ATEaY AT YA F 3T EAT gTeay e
gEATad w3 o Fmg a2 uH oo & saeria AT T@6-

(F) Tafer wade i qeT daet Gharrarar § Fieaferd suia aeate il e | i
FT I FIT THAT & 3T

(@) TTEHATT THRISAT AT ITATFATS o6 T TAT FHT Tl T

T TH TR TEIA AT AT B qu T ot 27 T SuInT REER areay e
EATHT FIA & AATAT T 7 TS 6 o1 Jai 36T S

(3) FET TTHR T = AT & oTefid a7 "8 T & 00 F3 T 9 gRT TeFdha s

ATHHFTOT ST ATT &I UH ATh (oeeh a1 39-F99W (2) % JefiT =7 T &7 227 937 =

STTAT g TATH 2T Sa el ST 1 RrEH Fea i avar g e B Tu e qear deEt
SUT ATTHA § aTfh g gt fhar S @9 & UF Ser |%q O & 9 $Sid e
Srtera o ST ofie 39 @ fordT oft STITfergha 9= ol et ST |46l

4. LEAT qTSa< LT Gt a1~ (1) Fre off ===

(F) TEHATT AT=aT LT &l @< | qg! ST, Sram
() T ST T ASAT ST GTEHATE HGAE AT FT TG 20 T T FAT N

(2) 3T-FFw (1) & AATTHRAT I ITAFHA TAEF A 547, w2 AT 2ATE TEHAX ITEAT T TEHAT

TEATT H&IT AT TLHATL qeae AT TLHATE HaAT3 o &N T AT [T * g1 a1 ar2ay
AT T AL H A1 ST

(F) F9e, T AT T,
(=) Bt off T wrer 7 ST FAT ST AT T e 2

() ToRelt T AT AT AT FIAT AT GLEAT HEAT FILT FHIA T ST T@AT, T

() o &t =g o § foreq g S qoawd 99ed Rt s [ & R oft Sudy w
faa 2

(2.) FE o= T FreE TTEA A=aT LT 9 SAEH gr ddT gl
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(3) AT THAT THTe THATL AT2aY LT FHATHT FA & (o0 EAR TgaT qedrel AT EATT

SR AT TLHATE qedeh AT TLEATE HATSAT & FEITNT ol THATH % [T Hgi T ThT FET AT 7T ST
aFe arer eent siT weet, ™EH 9% wEtaad & o aueEr f erfae g, &1 aqure gt

FIIT

(4) TIF TEAN THE TEAT AT AT T T & (o0 FEfaftag Sl &7 fwaeaad
i waf, srafa-
(F) TLEATT FTEa< GreAT i sroarosty, e FMefertea afeatora g

C))

(%)
(®)

(=)

(1)

()

(i)
(iii)
(iv)

(v)

(i

FLEATT ATSaY GLAT Fl TE o [oIT TeATIT, STTEH Ja4= groaior, Frars, i,
AT TOTTAT 3T ST=I R

FREATE ek qeqor fored ST, ST (Heiwor s e ateqor arfae g
ST e, TE=T i qLET JedTell Sl UHATH;

AT eAret & [Aued & orw @i wrars yorner S|d UH gedqre & 9= F
Hfo Fee 3 forw arer sury wfvafera € s
UHT e | Hrg R 3T $ HAR qrEaT gLAT B AT 38 A & (o0
AT TATAl T R TEE Ao,
ST-gT (F) % qd [Ty AT F1 srow 9% FE0T 99 F1 7 THT grad i v
EEIRIGEEIE-ARISC I EGRE RIS 1L

AT FeATAl & SATTEHT T TgATH FIAT T g HH FHLAT S THT TATA T 9T 9T
STateRaT gEATHET FAT;

AT TATAl & THTLTT o [0 I(=d FEATS AT AT 30 TATT Fl HH FHIAT,

TLEAT AT2aY GLET T Fa 1 S8 T ST 30 70 Qe siT 71961 #7 Faaa
GIBIE TG

TLHAT AT LT aw%uwawi%rwmgﬁaamﬁmm%mmm%
W%W&Wﬁﬁ?ﬂﬁﬁﬁwﬁﬁm&w@rmﬁmaﬁ@adum LRI EED

TLHATE ATEaT GLAT HILAT FIAT ST F510 TR 710 Ted 9¢ [fqe R s s
LT TS 7 S TR o AT HIAT FIAT ST STALTHAT T2 T AN hT HILEAT FX

LET IS

qLAT FeAT AT TAAT halq TR AT Hi T T G =9 Ao Jrrepa et off
ATIFIET F7 347 &7 w7 § [Afde af & Ut et & fved % fow B T same

AT,

ST-[97H (3) & AL Fx1T T T AR TRATATY F HIq¥ Tad 4T 377 THATL
THLAT o GgANT § GLeAT TATAA g (THATET) STET Aems eA7ioq w1 qrrh Aeerad
T FHTET 6T ST 7o AT
TLEATT ATSI AT AT GLAT TeAT3, THIS AT EATT ATl FAAT TLHAATL A2
& 9T o FTA-AT UHT TeATA, THIS T ST F TATH F BT T R FHEAT,




[\ II—8vE 3(i)] HTL T (ST ETLTI0T 5

(i) TTEHATT TAT AT TLHAT Aedh il TATET FLA ATl GAL o HIEHI & 541 FATT 7T,

(iii) =TT T TE@EETE F FHIS AT IATT TG,

(iv) &1 IATAA g (THATHT) (BTALATA, TS FT TAT AN ATAT TUTSAT (ATSSTUH) IT
S[EUS THATH TOTAT (ATETTH), IT GLET GoAT AT AT TG (THAESTH) AT U
=T THTYTH) F AT T97T TGAT,

(v) TTEHA AT AT TEA deda Hf LT & &0 qaeaq® e qarel a7 TEA
e o Fehl T AT AT 6 AN IATT T,

(vi) F=IT TR gIT diea uX fAfAfee safer & o 3o su-ffem § ARt a9t fere o

AN FT TG-T@TT FIAT AT Fod TR T 39 AT JTiaFa AR w1 3aed
FIET; 3T

(vii) AT FeATA & HATST ST o TS 6 (o0 &S yedq usita afgd @ awawr
FIT ITTEFd Ak &l AE9TF Tgradl T&T HLATl

(5) TF TLEATX THIE IT-HAH (4) F el I FIRT AT T2 FATe & Fgarerq Feqa RAe qed 9%
fafafae s=u i Ofa # weqa F4M

(6) FETT TLHIT IUAIH (4) F AT Fohelt TLHAT TahTs & TT ol ROTe AT o777 F=AT F SIqaeor -
(F) TUHT THA THS § AR UH TSR 7RT T ; AT
(@) FIEAR ATEaT AT & S & (o0 3T gRE=T Arsay gLaT & o0 SIEw il FF7 Fd
% TorT UHT REATT THTS Al IS (Haer, ST AT AT ST HT Tahdll g
5. TLEAT AT AT &l HRT A iR AT F1 & ST - (1) T2 qOHE, G198 Aa9TF
Tz, RfSrea siiv o= o wI1iua € TardT g qTih R HTAT ol TgaTH T ST Toh AT FRAT 1<k T 30!
TEAT F ST RIS e | G| T SI7 Toh, S AT qT3aY LT il GadT Tg o7 99d &

(2) TR T, SU-FH (1) F TfT ATH AAT Al SF & THQ, 39 LA T qedT
FT TgATT HA(T TS START | THATT AT GLAT HI GALT 3T g T AT § TAT IT AT<h il
T FH O EATT e GIT UHT EAR TgA1 96T S &l T2 g T UH SATh &l 396 AL

[enN o o o
lgd AMeH ST AT

(3) =g =t R Iu-fAw (2) F srefie Frfes St foram Stmar €, U Arfew &t wity & | R *
T T AL &l [T Tae SR T Ffs UHT srater & $fa< s Yo YT Agl grar g af &uid
AT 39-T73H (5) & AT Q9T ST e o forg Fwrars w4

(4) Tt IURTH (2) F AT AITEH F TTHHRAT & ITAH (3) § AR 797 F Faw o
BT g, Al Haid TEHhT UH SATh &l qAaTs HT I SAG9Y o o TATq SUAH (5) F el S547 a8 31
THE I T AT T FIAT|

(5) FAT TR AT Aq HLTeor oY 39 =t grer 5 su-f=w (2) & srefiw e st
frar T 8, Tohu o fAaed, afe #E g1, & e 9% SN &l AT oriad Fed gu U el q11d i,
S EEATE THTE AT Yoo Ha9T oTrae g7 Tehd & foh—

(F) U ey ® AfAfEe OfT & v safer % e gafea 8= 12=9m 96 T F SUIRT @

FeaTlt ®Y ¥ [[efad &% gl 8 T
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(@)  HETd TEEA T84T SE&AT & STANT &l S & F 970 F:T TGahd T gl

(6) ST FxIT ALEHRIT GHAAT g o U= (5) F A1 TewTer FLATe AhiRd | AT9TFH AT
TN 8, 98l 98 UM (2) & arefiv Arfeq ST frw &=, #wwon #1 satwforfaa w7 gu uF s
T A, SEH AN TS 1 gated EHATT Tga\Edl & SUTRT &l eI €9 8§ [Hefad Hid &
oo st=a fMger oo sTam

(7) Famfeearty su-fem (5) ot su-ffaw (6) F =refi= smeer it s ufq, su-f=w (2) & fAfRfEe
ZfF a7 IU-FAaw (6) # ARy qwa=m =& a7 saer ¥ waTfed U8 =iRE &1 Y& 6t AT i
ForTieerfa TET =af<h A7, TREAT THTS, AR TR e il arg 4 d19 &A1 £ safer F ofae Trfea =
H FTT TLHTT T FTLO 3 T TET FC Tl & {5 UHT HILATS FAT Al il ST AR

(8) FET TR, IH =AT<h 1, T Su-faw (7) % el amrger i wia Suerey 20E € 2, qAATE
FT 3T ATAL I F THTA 3T FILO Hl T@ag Fih 3T-3H (5) AT IT-[FH (6) F el 9T sraer
T AT AT FATT T AT IATATLT FEA T ATTH AT T AT TTHA F:

T 3U-TATH (6) F Tl straer & TRt AT Herre\ § EA THE & 3U-Ha9 (5) F ©T (@) F
el fAfae qETd TEAR T8A1 &A1 & ITANT il ST TG F AT FIA HT (HQ9T I AT A9 A
AT BT JhaT g

(9) Su-fa=w (5), 3u-=# (6) T IT-F=w (8) F el HaTeq THATX TZATT HEAT & ITANT &
fAeas a7 T 9 F qHIC FEA T Al AGLT I A 2 AT TLHAT ITERT AT THAT T8
AT 9T AT AN AT ST T, o EEE agA "@edT SU-AEH (2) F A g\ T g AT 39-
fAaw (2) * sl Te=T T iR ST A T AT AT Gg A qeAret 97 ot ARy A S g

(10) T TR UH ARRIT 3T TLEATT TgATH AT HT §Ug TF il o 9% 39-F477 (5)
o1 39-fA7w (6) =T Su-ferw (8) =T Iu-fA=rw (9) * refir smwaelt F srgEr H Fwriare i T ¥ T LEA
THTSAT T UH Q9T T aRrg F AeHaq o a9 it srater F forw oh st & o gE=w &9 a®
TEd Al WU IT AT FTeA 7 Haer T FHl|

(11) FT LR Al 9 AATF qHH IT THATL Tga GeI13 F JST JaTd T2 Fd a1
et =rfxr g w0 Rt e o STEeer § 3I9-fAew (5) AT su-fA=w (6) 37 3u-fA=w (8) AT 39-
o (9) 3 tefie reent 3 e § UHT gREAR qgA werst, S aw #wars £ 7 g, i = o
SITRRAT o FTT FTAT T TAIT ST TG FIT UH SARAT Al (HS9r T TBAT 16 o 0 STHATFATA il TZATH
* T = Famst F fAaew F fOw UH EEN UgE S e & AN & 39 a4 o giafug ar
gt 3¢, ST & 09 areer § ARt B s

(12) Tt AT TTEA TgAE T&AT Fl, AT =7 [I7 F JAqER AR 94T & Hotad a1 et a1y #:1
oo 8, U areer ST g1 SqaT w1 qHieq i I § U (1) a9 it dafer & forw S f&fore amget
H 1 (3) a9 T TETAT ST TFAT &, ohell v 1<k I A: ATATed dal AT SITu|

6. T THATX LT AFAHRY - (1) TAF TEHATX THIS U &I TEHATT FLAT ATAFHT 7w FIm
T =T U U0 § T JeaTe o foifed &9 § Iuesy F0AT STuaT ST grea g7 fafafdse
ST U SrferahTl & foret Sfaeamae a1 gREdd it godT Tohtd Feald IR & U8 I%9 § & ST,
ST 3 9T 5T Tiee ue fAfafEe e s

(2) q=T TTHEA AT ATTHRT AR FT AN A ATt R T TEAR TH01S & Ha9® Hed a1
T oY AT 3 i Saverdy g
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(3) =T TEHATT AT ATHH T (HIAT o FHIATTAAT o (o7 TLHATT TATS 0l 3T & T TLHL 6 91
=T F % (o0 Iaeart g, e faw 7 % sl et oft RearfEr sroerredi am qeear seane #ir
T 7 sraTe T et 2

7. T T it A1) gL -

(F) I TLEATC qeah AT TLEATE AT I TATET F AT TRt AT FeAr fit ATahts g
* T "¢ Hiav wariE qorelt F qEea sA atgd U gear F Hewr afgq geehr {ae
Fea 1T TLRTT T (0 AT

(@) THT AT H TEHET & AT He & Ay, Fefefed sewey, S| an 281, = qd
T

(i) TaT Gaelt Sear & TATTd STATHIAN il TEAT,
(ii) TTeT Taelt ST it sTare;
(i) TTEAT et HeAT T TATAT AT &1,

(iv) TTEHAX qede 7 HEATE HAT & HIHHST 92 6T g8 T TAE 92T &
(v) T o a7 fFo St 3 TR ISR SUT 3T
(vi) FE =T ST o a8 qETT FHEAT 2N

(2) F=IT ALFHT TGl Tg ATATRA FAT g T TLEAT TSAT FT Tohed ATRigd | g UHT GLEAT T2AT % a1 |
STHAT &1 =T FT TRl g IT TATET GIEATE TS I UAT FA 6 (0 U FT qohal [ 2

(3) FTT LT AT TLEATE THIE o HHATEId Iqeel FHLT =l AT HT Tl | &

(F) AT qLAT SUTT AR UH TLHATT qedeh AT gLAATT Tarell it LT &1 [FLeor F2d &
T srasas g,

(@) FET AR GO TATATLTT THTIOIT STTHFTIT FIET AT HILTEAT FHL AT

(4) T aeawe TRt qeeaT 9aeft Jear & IT= & o a7 T agaet @a) fit 929 g 9T 39
Hied g & T & [T STUTErd ITARN Algd (MLl ST HT Thd T § AT TATEd ZEATE Thle & o0 g
fger & FraTeaae & o aa-HmT [ #57 gdr 2

8. TEAR IgATHAT AT TLHAT IR F HATq qTeqqT- (1) ITERT &7 AfAwTar e o siaesd
HIETEe ITERT T (ALUHLATS) FeaT g, wea § A U3 suese £ arduasans dear U8 Suese &
Ted T & g Ied U UH YA & o U 9= # S Feard aeare g fAfafdse G s, e
HLFHTL F S FHITUIT

(2)  TOTEIFA SUERT T AATAF [oTHh I8 AAUCT HATed ITERT TgaTd (METASATS) TEAT &,
AT § T, 9w, STEeT A7 e o= SIS & (70 SETad UH SUERT 6l seuAsers §edT UH
SUERT F AT | AT F Il UH T&T § S 9ed 92 U FAe & forg f{fRfEy G s s g
& O TSTeeohd Hu|
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(3) s ot ==f~r-

(F) Sz A EE=R ITER Tg= dedT w0 gere, e, agent ar afvEtdd a1
T, AT
(@) I8 Sd g & 38 3o AfAfee sqar Siftwr G @ §, Sy aa agaraeadi

T FLEATT ITEHT F HHTAT ST AT AIFaIT FHT ITAN, IqTa, Jrarara, Frsor ar
ATHTEAT I ITH Al L&

(4) FET ATEN BEFIE 0 0 EATT ITEHRT AT AT HIATE T ITERT T (TSTHSATS) HEAT
& HHY H TATHAUTET TEIIAT T&TT HieA & (o1 ASUHS S HEAT AT qLEATY STERT o6 [HHTATA I (29T
ST T FehaT 2l

(5) FET ALHT TLHATT Aeashi H AT THATT TAT0 T&H Fd 7T BB 00 U AL qrarse
STERT TEA (ASTHASHATS) HEAT ATl GLEATT TR 6 STANT Fl el 6 (7T FTHAT ZHSAT a0
ST T FehaT 2l

9. Rt &1 ITE - T Iuefea & fFrama, == Mt F Iudet F G off SooEm 7 sfafRam w
SUEE F FATET 2T AT

10. Rfves FrFaaw- (1) ¥ @R == Fawt & RBfRea sEfeaaa & e & ©w uF 9ea
srfergf=ra HEN AT FIE 77 Fieaaq aof dr 3w F adt 2

(2) STET F%T TTHIY TLEATT SHAT AT TLHATT TRV o (HHIATSAT AT SATAHT HI HI5 Araer, Haer a1
A= Y Fe % forw ar U rEE Ty ¥ A1 gEar U w79 F Oy e F errar g9 F
FoReT qRfera i T ISTART FIAT AELTF qHAAN &, qal dg Ga1 & UH gIrd qiieh w1 START FT
eI

(3) TTIF TEATL THIEAT qAT AT ITEHT HT ATFHTAT IT ATITTH, T FT ITANT Fleh AT Feald

LA G FATHAALTT FA12 6 gierdg Gfq & 39 [t & i Fesa a6 7 gaar1 o a1 T&5qq
I T HATErT ATAATSAT T ATATAT FIATHT FT

[T ®. 24-07/2024-T ]

TR FHTL T, GIFd 19

MINISTRY OF COMMUNICATIONS
(Department of Telecommunications)
NOTIFICATION
New Delhi, the 21st November, 2024.

G.S.R. 720(E).—Whereas a draft of the Telecommunications (Telecom Cyber Security) Rules, 2024, which
the Central Government proposes to make in exercise of the powers conferred by sub-section (1) of section 22 read
with clause (v) to sub-section (2) of section 56 of the Telecommunications Act, 2023 (44 of 2023), was published as
required by sub-section (1) of section 56 of the said Act vide notification of the Government of India in the Ministry
of Communication, Department of Telecommunication number G.S.R. 520(E), dated the 28th August, 2024, in the
Gazette of India, Extraordinary, Part II, section 3, sub-section (i), dated the 28th August, 2024, inviting objections and
suggestions from the persons likely to be affected thereby, before the expiry of the period of thirty days from the date
on which the copies of the Official Gazette containing the said notification were made available to the public;

And whereas copies of the said Official Gazette were made available to the public on the 29" August, 2024;
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And whereas the objections and suggestions received from the public in respect of the said draft rules have
been duly considered by the Central Government;

Now, therefore, in exercise of the powers conferred by sub-section (1) GlESCCHOMR2ICAURIIICIAUSCHNIOISUDS
SECticnl2)Icrisecticnis GlotithciIclecommunicationseActI2023NAZIGE2023MIERd in supersession of the prevention of

tampering of the Mobile Device Equipment Identification Number Rules, 2017, except as respects things done or
omitted to be done before such supersession and without overriding the terms and conditions of actions taken under
those rules, including registrations undertaken in pursuance thereof, the Central Government hereby makes the
following rules, namely:-

1. Short title and commencement. — (1) These rules may be called the Telecommunications (Telecom Cyber
Security) Rules, 2024.

(2) They shall come into force on the date of their publication in the Official Gazette.
2. Definitions. — (1) In these rules, unless the context otherwise requires,—
(a) “Act” means the Telecommunications Act, 2023 (44 of 2023);

(b) “certified agency” means the agency specified by the Central Government on the portal to carry out
security audit;

(¢) “Chief Telecommunication Security Officer” means the designated employee of a
telecommunication entity, appointed under rule 6;

(d) “portal” means the portal as notified by the Central Government under sub-rule (1) of rule 10;
(e) “‘security incident” means an event having real or potential risk on telecom cyber security;

(f) “telecom cyber security” means cyber security of telecommunication networks and
telecommunication services which includes tools, policies, security concepts, security safeguards,
guidelines, risk management approaches, actions, assurance and technologies that can be used to
safeguard telecommunication networks and telecommunication services against relevant security
risks in the cyber environment;

(g) “telecommunication entity” means any person providing telecommunication services, or
establishing, operating, maintaining, or expanding telecommunication network, including an
authorised entity holding an authorisation under sub-section (1) of section 3 of the Act, or a person
exempted from the requirement of authorisation under sub-section (3) of section 3 of the Act; and

(h) “telecommunication equipment identification number” means a telecommunication identifier

bearing—

6))] international mobile equipment identity (IMEI) number; or

(i1) electronic serial number (ESN); or

(ii1) any other number or signal that identifies a unique telecommunication equipment.

(2) Words and expressions used in these rules and not defined herein but defined in the Act, shall have the
meanings respectively assigned to them in the Act.

3. Collection, sharing and analysis of data. — (1) The Central Government, or any agency authorised by the
Central Government, may, for the purposes of protecting and ensuring telecom cyber security, —

(a) seek from a telecommunication entity, traffic data and any other data, other than content of
messages, in the form and manner as may be specified by the Central Government on the portal;
and

(b) direct a telecommunication entity to establish necessary infrastructure and equipment for collection
and provision of such data from designated points to enable its processing and storage.

(2) The data collected under sub-rule (1) may be analysed for taking measures to enhance telecom cyber security, and
such analysis may, to the extent determined by the Central Government as necessary for protecting and ensuring
telecom cyber security, be—

(a) disseminated to any agency of the Central Government engaged in law enforcement and security
related activities; and

(b) shared with telecommunication entities or users:

Provided that any data so disseminated or shared, shall not be used for any purpose, other than for ensuring
telecom cyber security.
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(3) The Central Government and any agency authorised by the Central Government to collect data under these rules,
as well as persons with whom such data is shared under sub-rule (2), shall put in place adequate safeguards, including
any specific safeguards as may be specified by the Central Government to ensure that such data is stored and
maintained in strict confidentiality and prevent any unauthorised access thereto.

4. Obligations relating to telecom cyber security. — (1) No person shall —
(a) endanger telecom cyber security; or
(b) send any message which adversely affects telecom cyber security.

(2) Without prejudice to the generality of sub-rule (1), no person shall endanger telecom cyber security by
misuse of telecommunication equipment or telecommunication identifier or telecommunication network or
telecommunication services or by —

(a) fraud, cheating or personation;
(b) transmitting any message which is fraudulent;
(c) committing or intending to commit any security incident;

(d) engaging in any other use which is contrary to the provision, of any other law for the time being in
force; or

(e) any other means which may have security risk on telecom cyber security.

3) Every telecommunication entity shall ensure compliance with the directions and standards, including
timelines for their implementation, as may be issued by the Central Government for the prevention of misuse of
telecommunication identifiers or telecommunication equipment or telecommunication network or telecommunication
services for ensuring telecom cyber security.

4 Every telecommunication entity shall implement the following measures to ensure telecom cyber security,
namely :—

(a) adopt a telecom cyber security policy, which shall include—

(i) security safeguards, risk management approaches, actions, training, best practices and
technologies, to enhance telecom cyber security;

(i) telecommunication network testing including hardening, vulnerability assessment and penetration
testing;
(iii) risk assessment, identification and prevention of security incidents;

(iv) rapid action system to deal with security incidents including mitigation measures to limit the
impact of such incidents; and

(v) forensic analysis of security incidents to ensure learnings from such incidents and further
strengthening telecom cyber security;

(b) inform the Central Government on adoption of the policy referred to in sub-clause (a), in the manner
as may be determined by the Central Government;

(¢c) identify and reduce the risks of security incidents and ensure timely responses to such incidents;
(d) take appropriate action for addressing security incidents, and mitigate their impact;

(e) ensure implementation of directions and standards issued by the Central Government on telecom cyber
security;

(f)  conduct periodic telecom cyber security audits of its network to assess resilience to threats on telecom
cyber security through its own mechanisms and through the certified agency in such intervals as may
be specified by the Central Government on the portal, and share the audit report with the Central
Government, which may undertake further audits if so required;

(g) report security incidents to the Central Government, or any officer authorised in this behalf by the
Central Government, and measures taken to address such incidents in the manner specified in rule 7;

(h) establish facilities such as Security Operations Centre (SOC), by itself or in collaboration with other
telecommunication entities, within the time period as may be specified by the Central Government
under sub-rule (3), to address the following, namely:

(i) monitor telecom cyber security and security incidents, intrusions and breaches of
telecommunication services or telecommunication network, as well as, attempts to cause such
incidents, intrusions or breaches;
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(i) maintain details of threat actors impacting its telecommunication services, or
telecommunication network;

(iii) maintain command logs of operation and maintenance;

(iv) maintain logs of Security Operations Centre (SOC) (firewall, Intrusion Detection System
(IDS) or Intrusion Prevention System (IPS), or Security Information and Event Management
(SIEM) or other such solution);

(v) maintain logs of elements of telecommunication service, or telecommunication network or any
other element required for security of telecommunication service or telecommunication
network;

(vi) maintain all records or logs specified in this sub-rule, for a period as specified on the portal by
the Central Government, and make such records available to the person authorised by the
Central Government in this behalf; and

(vii) provide necessary support to the person authorised by the Central Government, including law
enforcement agencies for the purpose of investigation related to security incidents.

(5) Every telecommunication entity shall furnish a detailed report relating to the action taken by it under sub-rule (4)
in the form and manner as may be specified on the portal.

(6) The Central Government may, pursuant to any report or other information received from a telecommunication
entity under sub-rule (4), may —

(a)  seek further clarifications from such telecommunication entity; or

(b)  issue any directions, orders or instructions to such telecommunication entity for the protection of telecom
cyber security and mitigate risks to telecom cyber security.

5. Measures to protect and ensure telecom cyber security.— (1) The Central Government may put in place digital
and other mechanisms as it may consider necessary to identify, or for enabling any person to identify and report, acts
that may endanger telecom cyber security.

2) The Central Government shall, after examination of the information received under sub-rule (1), identify the
telecommunication identifier, the use of which is alleged to have endangered telecom cyber security and the person to
whom such telecommunication identifier has been issued, by the telecommunication entity, and issue a notice to such
person, with details thereof.

3) The person to whom notice is issued under sub-rule (2), shall send a written response to the Central
Government within seven days of receipt of such notice, and if no response is received within such period, the Central
Government shall proceed to issue an order under sub-rule (5).

4) If a response is received from the recipient of the notice under sub-rule (2) within the time specified in sub-
rule (3), the Central Government shall, after giving such person a reasonable opportunity of being heard, make an
order thereon as it thinks fit under sub-rule (5).

(5) The Central Government shall, based on its assessment of facts and submissions, if any, made by the person
to whom notice is issued under sub-rule (2), pass an order, with reasons to be recorded in writing, which may include
directions to the telecommunication entity to —

(a) temporarily suspend use of the relevant telecommunication identifier, in the manner and for a duration
as may be specified in such order; or

(b) permanently disconnect the use of the relevant telecommunication identifier.

(6) Where the Central Government considers that immediate action under sub-rule (5) is necessary or expedient
in the public interest, it shall without issuing a notice under sub-rule (2), pass an order recording the reasons thereof,
with appropriate directions to the telecommunication entity to temporarily suspend use of the relevant
telecommunication identifier.

@) A copy of the order under sub-rule (5) or sub-rule (6), as the case may be, shall be provided to the person
referred to in sub-rule (2) or the telecommunication entity referred to in sub-rule (6) or such person affected by the
order, and such person or, as the case may be, the telecommunication entity, may, within a period of thirty days from
the date of issuance of the order, represent to the Central Government in writing, with reasons why such action should
not be taken.

(®) The Central Government shall, after giving the person to whom copy of the order has been provided under
sub-rule (7), a reasonable opportunity of being heard and for reasons to be recorded in writing, pass an order, either
upholding, or modifying, or revoking the order passed under sub-rule (5) or sub-rule (6):
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Provided that any modification of the order under sub-rule (6) may also include an order directing the
telecommunication entity to permanently disconnect the use of the relevant telecommunication identifier as specified
under clause (b) of sub-rule (5).

9) Any order of suspension or permanent disconnection of use of the relevant telecommunication identifier
under sub-rule (5), sub-rule (6) or sub-rule (8) may also be extended to the other telecommunication equipment or
telecommunication identifier linked to the person whose telecommunication identifier has been identified under sub-
rule (2) or other telecommunication identifier issued to the person identified under sub-rule (2).

(10) The Central Government may maintain a repository of persons and telecommunication identifiers which have
been acted upon pursuant to the orders under sub-rule (5), or sub-rule (6), or sub-rule (8), or sub-rule (9), and may
direct telecommunication entities, to prohibit or limit the access to telecommunication service to such persons for a
period not exceeding three years from the date of such order.

(11) The Central Government may, if it considers necessary, or pursuant to any request made by any person
providing services that are linked to telecommunication identifiers, share the list of telecommunication identifiers that
have been acted upon pursuant to orders under sub-rule (5), or sub-rule (6), or sub-rule (8), or sub-rule (9), with such
persons and, by order, direct such persons to also prohibit or circumscribe the use of such telecommunication
identifiers for identification of their customers or for delivery of services, in the manner as may be specified in such
order.

(12) Any telecommunication identifier, which is subject to suspension or permanent disconnection under this rule,
shall not be reallocated to any other person for a period of one year from the date of issuance of the order of
suspension or permanent disconnection which may be extended upto three years, for reasons to be recorded in writing,
in specific cases.

6. Chief Telecommunication Security Officer. — (1) Every telecommunication entity shall appoint a Chief
Telecommunication Security Officer, whose details shall be provided in writing to the Central Government in the
form as may be specified on the portal and any replacement or change of such officer shall be promptly intimated to
the Central Government, in such form as may be specified on the portal by that Government.

(2) The Chief Telecommunication Security Officer shall be a citizen and resident of India, and responsible to the
Board of Directors or similar governing body of the telecommunication entity.

(3) The Chief Telecommunication Security Officer shall be responsible for coordinating with the Central
Government on behalf of the telecommunication entity for the implementation of these rules, including
compliance with any reporting requirements or reporting of security incidents under rule 7.

7. Reporting of security incidents. — (1) The telecommunication entity shall—

(a) within six hours of becoming aware of a security incident affecting its telecommunication network
or telecommunication service, report the same to the Central Government with relevant details of
the affected system including the description of such incident; and

(b) within twenty-four hours of becoming aware of such incident, furnish the following information, as
applicable:

(1)  the number of users affected by the security incident;
(i1)  the duration of the security incident;
(i) the geographical area affected by the security incident;

(iv) the extent to which the functioning of the telecommunication network or telecommunication
service is affected;

(v) the remedial measures taken or proposed to be taken; and
(vi) any other information it considers relevant.

2) The Central Government may, where it determines that disclosure of the security incident is in the public
interest, inform the public of such security incident, or require the affected telecommunication entity to do so.

3) The Central Government may require the affected telecommunication entity to —

(a) provide information needed to assess the security of the telecommunication network and
telecommunication service including telecom cyber security policy;

(b) carry out a security audit by a certified agency as may be determined by the Central Government.
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(4) The Central Government may issue directions including measures required to remedy a security incident
or prevent one from occurring when a significant threat has been identified and may also specify the time
limits for implementation of such directions to the affected telecommunication entity.

8. Obligations relating to telecommunication identifier and telecommunication equipment.— (1) @)Mmanufacturer
of equipment that has International Mobile Equipment Identity (IMEI) number, shall register such IMEI number of
such equipment manufactured in India with the Central Government, prior to the first sale of such equipment, in the
form as may be specified for such purpose on the portal by that Government.

) An importer of equipment that has an (ffcinationalVehilSIEGipRentIdeatitINVMENimberNsHallFegisic:
SN SR p e mporcamnoMnaI® for sale or testing or research or for any other purpose, with

the Central Government, prior to the import of such equipment into India, in the form as may be specified for such
purpose on the portal.

3) No person shall —

(a) intentionally remove, obliterate, change, or alter the unique telecommunication equipment identification
number; or

(b) intentionally use, produce, traffic in, have control or custody of, or possess hardware or software related
to the telecommunication identifier or telecommunication equipment, knowing it has been configured as
specified above.

@) The Central Government may issue directions to manufacturers of telecommunication equipment bearing
International Mobile Equipment Identity (IMEI) number to provide assistance as required in relation to tampered
telecommunication equipment or IMEI number.

) The Central Government may issue directions to telecommunication entities to block the use of

telecommunication equipment with tampered International Mobile Equipment Identity (IMEI) number in
telecommunication networks or telecommunication services.

9. Contravention of rules. — Save as otherwise provided, any contravention of the provisions of these rules
shall be dealt with in accordance with the provisions of the Act.

10. Digital Implementation. — (1) The Central Government shall, notify a portal for the purpose of digital
implementation of these rules and may also specify any other implementing mechanism.

2) Where the Central Government considers it necessary to use any secure mode of communication, other than
through the portal, for the issuance of any orders, directions or instructions to telecommunication entities or
manufacturers or importers of telecommunication equipment, or for collection of any information from such
telecommunication entities, it may use such secure mode of communication.

3) Every telecommunication entity and manufacturer or importer of telecommunication equipment shall ensure
compliance with the obligations relating to reporting or submission of information to the Central Government under
these rules using the portal or through a secure mode of communication as may be determined by the Central
Government.
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